EDUROAM IN

2 SEPTEMBER, 2010 | CREATED USING FIVEFILTERS.ORG

Eduroam in Gothenburg |
Keyvan Minoukadeh

This post is a short introduction to eduroam for students
studying at Chalmers University of Technology or the University
of Gothenburg (GU) in Gothenburg, Sweden. It walks you
through an alternative way to connect to the Internet using the
wireless university network: eduroam.

PDF version of the guide also available.
Intro

If you're a student at either one of these universities, you have
two options when it comes to connecting to the Internet when
you're on campus or at one of the libraries around town. The
most common way is to connect through Nomad if you're

a Chalmers student or GUWLAN if you're a GU student. This
guide covers an alternative way called eduroam.

According to GU, in February 2010 only 184 students connected
to the wireless network through eduroam, as opposed to 6,324
students connecting in the standard way. (See GU’s wireless
network stats.)

The problem

Most GU students do not have accounts at Chalmers and most
Chalmers students don’t have accounts at GU. So if a Chalmers
student goes to sit down in a GU library to do some work, she
won't be able to connect to the Internet through the university
network. Similarly, if a GU student decides to have coffee at
Chalmers, she won't have access to the network.

Another problem is that both these networks use the captive
portal technique for authentication - which means having to
enter login details or click through a login screen each time you
sit down to work.

The solution: eduroam

Eduroam was designed to overcome this problem. It lets you
enter your details once and allows you to connect easily
wherever you see the eduroam wireless network - even at
universities in different countries. (I've used my Chalmers
eduroam account for internet access at the University of
Cambridge in the UK and Umeé University in Sweden - it works
the same way it does when I'm at Chalmers/GU.)

Instructions for configuring Windows 7 for Eduroam

Setting your computer up to connect to eduroam is not always
easy, especially if you're on Windows. Some people are able to
connect easily, others need to make a few changes. The guide
below is for Windows 7 users. For Linux, Win XP/Vista or Mac try
GU instructions if you're a GU student or Chalmers instructions
(these are mainly in Swedish).
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Before you follow these instructions, try connecting to eduroam
without changing connection settings. To do this, select eduroam
from your list of wireless connections and jump to step 16 to
enter your login details. If that doesn’t work, return here and
follow the instructions from step 1.

The instructions below have been taken from the University of
Cambridge’s UCS website. I've simply modified the steps to
include details Chalmers/GU students will need to enter.

Note: Before continuing, make sure you're already able to
connect via Nomad or GUWLAN. To test the connection, you will
need to be at one of the universities or at a university library - if
you look at your list of wireless networks you should see
eduroam listed.

1. Go to Start, then Control Panel, then Network and
Internet, then Network and Sharing Center

2. From the list of tasks select Setup a new connection or
network.
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ﬂh. Set up a new connection or network
Set up a wireless, broadband, dial-up, ad hoc, or
WPN connection; or set up a router or access
point.

—&. Connect to a network

See alse Connect or reconnect to a wireless, wired,

HomeGroup dial-up, or VPM network connection.

3. When asked to choose a new connection option select
Manually connect to a wireless network
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% Connect to the Internet
Set up a wireless, broadband, or dial-up connection to the Internet.

Ly Setup a new network
<&, Configure a new router or access point.

‘l. Manually connect to a wireless network
=l _onnect to a hidden network or create a new wireless profile

Connect to a workplace
. Set up a dial-up or VPN connection to your workplace.

4. You will then be asked for information about the wireless
network.
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Enter information for the wireless network you want to add

Network name: eduroam

Security type: WPA2-Enterprise -

Encryption type: AES -

Security Key: Hide characters

Start this connection automatically

[] Connect even if the network is not broadcasting

Wamning: If you select this option, your computer's privacy might be at risk.

o In the Network name box, type eduroam (note the
lower-case ‘e’).

o From the drop-down lists:

= For Security type choose WPA2-Enterprise (or
WPA-Enterprise if your wireless card doesn’t
support WPA2)

= For Encryption type choose AES (or TKIP if your

wireless card doesn’t support AES)
Select Next. You should now be told that eduroam has been

successfully added. Select Change connection settings.

& E‘l-? Manually connect to a wireless network

Successfully added eduroam

. % Change connection settings
Open the connection properties so that [ can change the settings.

This will bring up the network wireless connection
properties.

5. On the Connection tab uncheck Connect to a more
preferred network if available. The result should
look like:

edurocam Wireless Network Properties &

Connection | Security

MName:

S5ID:

MNetwork type:
MNetwork availability:

eduroam
eduroam
Access point

All users

Connect automatically when this network is in range
[] Connect to a more preferred network if available

[[| Connect even if the network is not broadcasting its name (S5I07)

6. Select the Security tab.

F ™
edurcam Wireless Network Properties [ﬂ

Connection | Security

Security type: |WPA2 Enterprise -

Encryption type: [AES ']

Choose a network authentication methed:
| Microsoft: Protected EAP (PEAP)

v] [ Settings

Remember my credentials for this connection each
time I'm logged on

Advanced settings

Ok ] [ Cancel

o From the drop-down list for Choose a network
authentication method choose Protected
EAP (PEAP)

o Select Settings...

7. Complete the settings in this dialogue box as shown:

Protected EAP Properties w

When connecting:
[¥]:validate server certificate;

Connect to these servers:
eduroam.chalmers.se

Trusted Root Certification Autharities:

[] Microsoft Root Certificate Authority

[ StartCom Certification Authority

Thawte Premium Server CA

[] Thawte Timestamping CA

[ UTN-USERFirst-Object

[ verisign Trust Netwark

[ Verisign Trust Metwork

i I} |

]

m. |

[l

[ Do not prompt user to authorize new servers or trusted
certification authorities.

Select Authentication Method:

[Secured password (EAP-MSCHAP w2) *] [ Configure... ]

Enable Fast Reconnect

[T]Enforce Network Access Protection

[ Disconnect if server does not present cryptobinding TLY
["|Enable Identity Privacy

Ok ] [ Cancel




o Make sure Validate server certificate is ticked. pull-down menu select User authentication then select OK

o Tick Connect to these servers, making the text field 12. Select OK to close all the various dialogue boxes

below available... 13. Select Close to close the “Manually connect to a wireless

o ...in this box, enter eduroam.chalmers.se (this is fine network” box.
even if you're a GU student without a Chalmers 14. After a short period of time, your computer should detect
account). the eduroam wireless network and display a balloon, telling
o From the list of Trusted Root Certification you Additional information is needed to connect
Authorities find Thawte Premium Server CA and eduroam.
tick the box next to it

8. The drop-down list under Select Authentication Method
should already have Secured password (EAP-MSCHAP
v2) selected - select the Configure... button next to it to
open the EAP MSCHAPv2 Properties dialogue box:

ation is needed to connect edurcam. % *
linformation.

ALk Additional infor

Click to provide a

r . - E ! N 15. Click in the balloon and a dialogue box will appear,
e Pt prompting you for your credentials.

16. Enter your login details into the dialogue box:

~
Windows Security w
Fl Automatically use my Windows logon name and
password (and domain i ary). Network Authentication
Please enter user credentials

When connecting:

[ DH ] [ CEFICE-‘I ] |I- i J |CID@chaImers.seORgus...@gu.se|
tbﬁ [Paz:wcrcl l

9. Untick the box next to Automatically use my Windows S_—T —
logon name and password (and domain if any) then
select OK, then select OK to close the Protected EAP

Properties dialogue box o If you're at Chalmers your username will be your CID
10. Now, from the Security tab select Advanced settings followed by @chalmers.se: CID@chalmers.se. If you're
at GU it will be your username followed by @gu.se:
Advanced settings ﬁ gus...@gu.se
— o Your Password will be the the password associated
802. 1 settings | 602 Liceiiings with your account. (For Chalmers students, this is not
[¥] spedify authentication mode: the same as your Nomad password!)
[User authentication v] [ Save credentisls 17. Select OK.
Delete credentials for all users 18. After a little while it should connect. (If you're a GU student
you might see another prompt about certificates. If you do,

click continue and it should connect.
[]Enable single sign on for this netwark ! 1 ! u )
(@ Perform immediately before user logon All the settings you have made are stored in your computer and
Perform immediately after user logon should not need re-entering each time you connect.
10 :
Allow additional dialogs to be displayed during single Thanks again to the UCS team at Cambridge University for doing
sign on the hard work of writing up the step by step guide.

This netwark uses separate virtual LANs for machine
and user authentication

Ok ] [ Cancel

11. Check that you have the 802.1X settings tab and, from the



